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AI and Security
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Saturn: intelligent interactive data analytics

Give the users the control to do what they need to 

do with any data.

Through different visual techniques and 

unsupervised machine learning, patterns of interest 

are made more apparent.

Analysts remain in the problem space rather than 

having to think about speaking the language of 

the database.
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What our Security Analysts say… What our Security Analysts say… 
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“This technology has saved hours whilst analysing 

and creating malware reports and enabled me to 

create a number of views that I would have found 

difficult to produce elsewhere. The way the data is 

depicted has helped me identify malware types, 

users, physical locations and trends… which I may 

have missed.”
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“I’ve got too much data at my fingertips, I need the 

tools to tell me where to focus my attention first”
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‘Ridiculogram’

Can AI help?

A few seconds of data…



© British Telecommunications plc 2019

Cyber Hunting Scenario

Unsupervised Event Clustering
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AI is necessary but… 

… should it be left unsupervised?
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Artificial Intelligence (AI) ?
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Intelligence Augmentation (IA)

Instead of fully automating the process, build and use tools that augment and integrate both human and machine strengths
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Machine-led Human-led

Interactive 
Visualisation

Automated 
Processing

Validation 
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Visual Analytics
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Cyber Security Platform

Presentation

Case management Reporting

Visual analyticsSelf-service
dashboards

Cyber SOC

Data ingestion
and enrichment

Data Lake

• We break down the data so that it is placed in a common framework

• That data is enriched with contextualizing information from both 
inside and outside the organisation

• It is then analysed by machine learning technology and stored in the data lake.
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Analytics

Advanced 
analytics

Alerting
rule engine

Intelligence
correlation

Internal and external
data sources

Email Netflow

Firewalls

Vulnerability

SIEM

Chats / phone logs

IDS / IPS

Social media Threat intelligence

“Other” sources
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Nexus: next generation graph analytics

Model relationships that exist 

or can be derived from data and 

allow resultant graphs to be 

visually explored by analysts 

benefit from graph theoretic 

algorithms for filtering and 

styling the data at scale.

Underpinned by AI-based big 

data analytics techniques to 

preserve the most salient 

aspects of data before pushing 

to analysts.
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.

Sampled NetFlow
5 minutes, 9,000 devices
Raw network connections

Before machine learning applied
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After machine learning applied

Unsampled NetFlow
5 hours, 200,000 devices
Millions of flows
Behavioural anomalies highlighted

The most suspicious activity is 
selected for human triage

It takes the analyst seconds to 
verify a previously unknown botnet 
attack affecting just nine devices 
for a matter of minutes and dismiss 
a false positive
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Bitcoin transactions 
modelled as a graph to show 
ransomware payments for 
WannaCry and NotPetya
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Consolidation Donation Distribution

Linked Ownership Obfuscation
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Bad Rabbit ransomware
Malicious tools, stolen data and 

pirate software on darknet markets

Cryptocurrency Analysis
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Identification of hacking software

Frequency, value, connectivity and reuse help us cluster the data so analysts can focus their effort
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~300M transactions

Initial address

Identified as highly similar
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Domain Generation Algorithms (DGA)

Monitoring DNS lookups to detect malware beaconing

Botnet communication

DNS lookup for hardcoded 
domain

MalwareDNS

Basic

C2

Botnet communication

Request generated domain 1

Request generated domain 2

Request generated domain 3

Return 
NXDOMAIN

Return 
NXDOMAIN

Return resolved 
domain IP

DGADGA

MalwareDNS C2
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DGA Domains

Benign Conficker Matsnu Ramdo Zeus

google uhbqolxf scoreadmireluckapplyfitcouple cikiugcaqcegsimg 1vz89zm5b2e981bgfhqdzbke3m

facebook gzhwfdwnjrg plentyclubplatewatermiss gqsasakyqmywuigy 1jjcgb11mmtru8r7xsa1xqk8zh

youtube oyxiufvc benefitnarrowtowersliphabit kuiacymwmsowiasw hxl1z91goi06z14uh54c1o1gj0v

baidu ufaqzt accountmoveseemsmartconcert skimmesmkyccouea u2tdjf1gart7d1hp83wcvr3uaw

yahoo cejzf drawermodelattemptreview cieyaaccueseescm 1vm442615psvw16ivh963emjo8

22



© British Telecommunications plc 2019

Deep Learning to Detect Network Anomalies

10:00-11:00 11:00-12:00 12:00-13:00 13:00-14:00 14:00-15:00 15:00-16:00

Botnet computer Victim computer

Hosts positioned according to their behaviour, e.g. connecting hosts, destination ports, flow size, …
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Contextualising Anomalies using Nexus

Suspicious vs Malicious

Normal Hour
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Attack Hour
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Machine Assisted Cyber Threat Hunting

Data layer Feature layer Model layer Threat layer
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“Computers are incredibly fast, accurate, 
and stupid; humans are incredibly slow, 

inaccurate, and brilliant; together they are 
powerful beyond imagination”

- attributed to Albert Einstein
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