ANEXO DE PRODUTO N.° 1.X - HOSTING CO-LOCATION

PRODUCT EXHIBIT NO. L.X - HOSTING CO-LOCATION

1. Exhibit of Product Hosting Co-Location

This Product Exhibit 1.X — Hosting Co-Location of BT is an
integral part of the Services Agreement No. XXXX/XX,
entered into by BT and the CLIENT. In case of technical
conflicts between the terms of this Exhibit and the Services
Agreement, the terms of this Exhibit shall prevail.

2. Descrigdo do Produto

2. Product Description

O produto “Hosting Co-Location” € um servico em que um
servidor fornecido pelo Cliente é instalado e armazenado nas
facilidades da BT em Techtown, em Hortolandia/SP. O Cliente
€ responsavel pelo servidor e por seu conteudo, e a BT é
responsavel por prover as facilidades e conexdo para a
Internet. O Anexo V contém detalhes sobre os recursos que
serdo disponibilizados (espago em rack, etc.), os servigos
opcionais escolhidos pelo Cliente, e a capacidade da conexdo
de Internet que deve ser disponibilizada para o Cliente.

The product Hosting Co-Location is a service where a server
provided by the Client is installed and stored at BT facilities in
Techtown, in the City of Hortolandia, State of S&o Paulo. The
Client is responsible for the server and its contents, and BT is
responsible for providing Internet facilities and connection.
Exhibit V contains details about the resources that will be
provided (room in the rack and others), the optional services
selected by the Client, and the Internet connection capacity
that must be provided to the Client.

3. Especificagdo do Servigo e Garantias

3. Service Specification and Guarantees

1

3.1 Availability of Services

|m

The service availability guarantee offered by BT is of 99.9%.
This availability guarantee applies to the power supply to the
server and to the Internet access provided by BT.

3.2 Ambiente Operacional

3.2 Operating Environment

A BT é responsavel por fornecer um ambiente seguro para o
servidor, com controle de temperatura, umidade e poeira, com
energia estabilizada e ininterrupta, com aterramento e
protegdo contra descargas atmosféricas.

BT is responsible for providing a safe environment for server,
with control of temperature, humidity and dust levels, with
stabilized and uninterrupted energy, provided with grounding
and protection against atmospheric discharges.

3.3. Service Compliance

w
w

The use of this service is subject to the compliance
with the rules established in the Acceptable Use Policy
contained at the end of this Exhibit.

4. Instalagdo e Aceitacido

4. Installation and Acceptance

4.1 Responsibilities of CLIENT in the installation

In reference to the schedule established in Exhibit lll, the
CLIENT is responsible for:

e Fornecer o servidor completamente instalado,
com todas as aplicagbes e arquivos de dados
ja carregados.

e Providing fully installed server, with all
applications and data files already loaded.

e Designar uma pessoa responsavel para ser o
ponto de contato com a BT. Esta pessoa
deverd estar  autorizada a coordenar a
interface técnica e fisica com a BT, e a aprovar

e Designating a responsible person to be the
contact point with BT. Such person shall be
authorized to coordinate the technical and
physical interface with BT, and also to approve
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todas as atividades em nome do Cliente,
inclusive assinar o Termo de Aceitagéo.

all activities on behalf of Client, including the
execution of the Acceptance Term.

e Fornecer a BT todos os procedimentos e
rotinas operacionais que devem ser executadas
pela BT, se aplicavel.

e  Providing BT with all operational procedures
and routines that must be performed by BT,
when applicable.

4.2 Responsabilidades da BT na Instalacio

4.2 Responsibilities of BT in Installation

Tendo como referéncia o cronograma estabelecido no Anexo
Il é responsabilidade do BT:

In reference to the schedule established in Exhibit Ill, BT is
responsible for:

Fornecer ao Cliente mecanismos para acessar as
facilidades da BT em Techtown para entrega do
servidor.

Providing the Client with the mechanisms needed to
access BT's facilities in Techtown to deliver the
server.

Fornecer um ambiente seguro para o servidor, com
controle de temperatura, umidade e poeira, com
energia estabilizada e ininterrupta, com aterramento
e protegao contra descargas atmosféricas.

Providing a safe environment for server, with control
of temperature, humidity and dust levels, with
stabilized and uninterrupted energy, provided with
grounding and protection against atmospheric
discharges.

Instalar e conectar o servidor do Cliente.

Installing and connecting Client’s server.

Fornecer seguranga logica através de um firewall
padréo.

Providing logical safety through standard firewall.

Fornecer espago em rack com medidas padrdo, a
menos outras dimensdes sejam acordadas entre as
partes.

Providing room in a standard size rack, except when
other dimensions are agreed by the parties.

Reiniciar o servidor (reboot) conforme procedimento
pré-estabelecido  quando ocorrer falha do
equipamento ou quando requisitado pelo Cliente.

Rebooting the server, according to a pre-established
procedure in case of equipment failure or when
requested by the Client.

Fornecer acesso por ftp para cada servidor do
Cliente.

Providing ftp access to each server of the Client.

4.3 Servicos Opcionais

4.3 Optional Services

Servicos de monitoragdo em tempo integral.

Full time monitoring services.

Geragdo de  relatérios de  estatisticas

personalizados.

Generation of customized statistical reports.

Servigos de backup personalizados.

Customized backup services.

Servicos de firewall personalizados.

Customized firewall services.

Servigos profissionais para suporte ou consultoria
em banco de dados, aplicagdes web, operagoes,
etc., cobrados por hora ou por projeto.

Professional services for support or consulting to
databases, Web applications, operations and others
charged by hour or project.

Gerenciamento de mudangas e consultoria para
capacity planning.

Management of changes and consulting for capacity
planning.

4.4 Critérios e Processo de Aceitacdo

4.4 Criteria and Acceptance Process

Tendo como referéncia o cronograma estabelecido no Anexo

In reference to the schedule established in Exhibit lll, BT shall
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inform the Client when the server is installed, energized and
connected to the Internet already established. When BT
demonstrate that the Client has connectivity to the server
through the Internet, the Client shall immediately sign the
Acceptance Term and submit it to BT as a document of
acceptance of the Service (see the Acceptance Term of
Exhibit 11). If BT does not receive the Acceptance Term
executed by the Client within up to two (02) business days
from the demonstration of service availability, and if the Client
has not informed to BT in writing that the service is not working
properly, BT will consider that second business day, for the
purposes of beginning and acceptance of services. . The
effective day to begin the collection for the service by BT shall
be the second business day or the effective day when the
Client executes the Acceptance Term, whichever comes first.

5. Operation and Maintenance

5.1 BT shall operate and maintain the hosting service on
a 24x7x365 basis. The objective of the operation and
maintenance of the network is to provide the service to the
Client, according to the specifications established in Section 3
above.

5.2  Responsabilidades e Procedimentos de Manutencio

5.2  Responsibilities and Maintenance Procedures

A BT é responsavel pela manutengdo da alimentacdo e
condigdes ambientais. O Cliente é responsavel pela
manutencédo do servidor. A BT permitira o acesso ao servidor
de pessoal autorizado pelo Cliente 24 horas por dia, 7 dias por
semana, 365 dias por ano. Todos os visitantes deverdo
obedecer aos procedimentos de seguranga da BT para ter
acesso as suas facilidades. A BT ira coordenar com o Cliente
as atividades de manutengéo preventiva.

BT is responsible for maintaining energy supply and
environmental conditions. The Client is responsible for
maintaining the server. BT shall allow the access to server by
authorized personnel of Client on a 24x7x365 basis. All visitors
must follow the safety procedures established by BT in order
to be allowed access to its facilities. BT shall coordinate with
the Client the activities of preventive maintenance.

5.3 Exclusdes

5.3 Exclusions

A BT nao é responsavel por nenhuma questio ou problema
referente a condicao fisica do servidor do Cliente, que nao as
causadas por condigdes ambientais inadequadas. O Cliente
tera acesso pleno ao servidor, e estara sujeito aos
procedimentos padrdo de seguranga, para realizar upgrades,
fazer downloads, aplicar patches, etc. as aplicacdes e aos
dados armazenados no servidor.

BT shall not be responsible for any issue or problem referring
to the physical condition of Client’s server, except for those
caused by inadequate environmental conditions. The Client
shall be allowed full access to server, and be subject to the
standard safety procedures to perform upgrades, downloads,
patches and others to applications and data stored in the
server.

6. Outros Termos e Condigoes

6. Other Terms and Conditions

6.1 Relatorio de Disponibilidade Mensal: O relatério sera
fornecido de acordo com o modelo e formato padronizado pela
BT para o servigo de Hosting Co-Location. Este relatorio sera
elaborado com base nos chamado abertos pelo Cliente
durante 0 més anterior, indicando quais interrupgdes séo de
responsabilidade da BT, de forma a apresentar o resultado da
disponibilidade para 0 més em questéo.

6.1 Report of Monthly Availability: The report shall be
provided according to the standard format and model
established by BT for the Hosting Co-Location service. This
report will be prepared based on calls opened by the Client in
the previous month, indicating for which interruptions BT is
responsible, allowing the visualization of the availability results
for the relevant month.

6.2 Escalation Contacts

If the Client has any problem that is not being adequately
solved, it may escalate the problem within BT organization.
Following is the escalation order, by function of BT employee.
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BT will be responsible for providing the Client with an updated
list of people and respective telephone numbers, according to

Client's services.

Nivel Contato Level Contact

1° Supervisor do NOC 1st NOC Supervisor

2° Gerente do NOC 2nd NOC Manager

3° Diretor de Operagoes 3rd Director of Operations
4° VP da Unidade de Negdcio 4th VP of Business Unit
5o Gerente Geral 5th General Manager

6.3 Credit for Low Availability

BT guarantees the availability of the Hosting Co-Location
service at the rates listed in section 3.1 (“Availability of
Services”) above. This availability commitment applies to the
energy supply for the server and Internet access provided by
BT. This availability commitment does not apply to the server,
to Force Majeure events, to scheduled service interruptions, or
to problems that are out of BT's control, or to Internet access
availability. If in a certain month the actual availability of the
service is between 99.8% and 99.9%, the Client shall receive a
discount of 5% in the next invoice applied on the monthly price
of the service. If the Client is in default for more than 60 days,
no discount will be granted. The discounts for availabilities
below 99.8% are the following:

Table 2: Discount for Low Availability

the availability calculated is lower | The discount rate shall
than: be of:*

99.8% 10%

99.5% 15%

99.0% 20%

97.5% 25%

95.0% 30%

IE

6.4 Only one discount (the highest applicable discount) will
be granted in a certain month, and the total sum of
discounts granted in a certain month for all determined
performance commitments will not exceed the monthly
rate charged for that specific month.

POLITICA DE USO ACEITAVEL

ACCEPTABLE USE POLICY

1. INTRODUCTION

This Policy of Acceptable Use of Internet establishes the
principles for adequate use of services provided by BT to the
CLIENT, concerning data transmission through the Internet,
and having as objective the integrity, reliability and privacy of
systems and network of BT, CLIENT and all Internet users.

|

2. DEFINITIONS
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The following definitions have the objective of helping reading
and understanding of this document.

CRACKING: Refers to the intention, action or the result of a
violation of authentication systems, checking of identity and
safety of servers, communication systems or user accounts.

DENIAL OF SERVICE (DoS): Refers to any attack to a
computer, communication system or user account, with the
objective of preventing a legitimate user to use a service or
resource under attack.

PING FLOODING: This is a DoS technique. It refers to the
intention, action or result from an attack to a computer,
communication system or user account, upon the submission
of an uncommon number and taken to ping ICMP packets,
with the intention to saturate the attacked device.

PACKET SPOOFING: This is a technique used to gain non-
authorized access to a device connected to a network, where
the attacker sends messages to a pOL computer with the IP
address that was intentionally changed to respond to a reliable
origin address.

JUNK MAIL: Applies to all types of messages with irrelevant
contents to the addressee.

SPAMMING: 1t is the intention to send junk mail through
electronic mail, or through other medium transported by the
Internet, without consideration to the quantity of such
messages and without any previous request by the addressee.

3. COMPLIANCE WITH REGULATIONS

The CLIENT agrees not to transmit, retransmit or store, in or
through systems, communication networks and products
provided by BT, any type of material that may:

v Violate any laws and treaties referring to any state,
national or international regulation, whether existing or to be
created.

v Constitute a threat, defamation or any other action that
may affect any individual, group, entity or organization.

v Violate the rights of any individual, group, entity or
organization, including the rights to intellectual property,
commercial secrets, patents and brands or other similar right
that may be protected by laws and treaties referring to any
state, national or international regulation, whether existing or to
be created, including, among others, installation or distribution
of software products without the required licenses for use by
the CLIENT of such products.

LR L1

4. USE OF SERVICES PROVIDED BY BT
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This Exhibit determines the actions that are considered
abusive according to BT discretion, and that are strictly
prohibited, without prejudice of any provision of this
Agreement. If the CLIENT is not aware of any action or use, it
must contact BT, through fax or e-mail.

4.1 PROHIBITED ACTIONS

Following uses and actions performed on the systems,
communication networks and products provided by BT, such
as they are described in following topics, are expressly
prohibited:

4.1.1 Respecting the general conduct

v To transmit through the systems, communication
networks and products provided by BT any material that may
constitute a violation of state, national or international
regulations or laws, or that may derive from a legal action
involving BT.

v To transmit, distribute or store any type of information,
data or materials that may violate state, national or
international regulations or laws.

v To violate the rights of any individual, group, entity or
organization, including the rights to intellectual property,
commercial secrets, patents and brands, or any other similar
rights protected by laws or regulations, whether existing or to
be created.

4 To perform actions that restrict, damage or prevent
any individual, group, entity or organization, whether a BT
CLIENT or not, from using the systems, communication
networks and products provided by BT, and the Internet in
general.

v To perform online misleading marketing.

N
=
N

4.1.2 Respecting the Service safety

v To attempt any violation to authentication
and security systems of servers, networks or user accounts
(cracking).

v Including, but not limited to, any attempt to
access data that are not intended to the CLIENT; attempt to
enter in servers or accounts without express authorization; or
attempt to test the safety of our or other networks using tools
such as “Port Scanners” or other.

v To execute ruptures of safety or interruptions
in Internet communications.

v The term “rupture of safety” means the
access to any type of information, of which CLIENT is not the
express addressee, the invasion of servers or accounts of
which CLIENT has no express authorization to execute,
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among others.

v For the purposes of this document, the
phrase "interruption of Internet communications" includes to
execute actions through “port scanner”, “ping flooding”, “packet
spoofing”, change route information, to intentionally overload a
service, to perform attacks to other Internet servers, among

others.

v To use any program, command or group of
commands, or submit messages of any type, with the purpose
of interfering with the connection made by a user at any point
of the Internet.

v To perform any type of monitoring action,
which may imply interruption of information not intended to the
CLIENT.

4.1.3  Respecting the Electronic Mail (Email)

v To threat, injure, slander or affect in any
way the rights of any individual, group, entity or organization,
upon the use of electronic mail, independently of the language
used to do that, the frequency or the size of messages.

v To submit non-solicited email messages
(“spamming”), including, particularly, the submission of “junk
mail” or messages containing publicity or advertising to
individuals who did not specifically requested such material.

4 The CLIENT is expressly prohibited from
sending a great quantity of non-solicited email (SPAM). This
includes, among other practices, the submission of a great
number of e-mails containing commercial publicity or
advertising, any type of advertisements, and containing
political advertising. Material of this type must be submitted
only to individuals who expressly solicited it, and, if a certain
addressee indicates its decision of not receiving this type of
message anymore, the CLIENT must immediately accept the
request.

v To create or retransmit chains of electronic
mail messages, or other pyramid scheme of any type, whether
the addressee desires or not to receive this type of message.

4 To submit malicious electronic mail, including
actions of “mail bombing” that attempt to saturate a certain
user or server with an extremely high number of electronic
mail, among others.

IR

v To change information on electronic mail
headers.
v To use the electronic mail accounts provided

by BT to collect answers to electronic mail generated in other
providers, particularly when these answers are the result of
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spamming actions.

v To perform spamming actions originated in
BT or in other ISPs or Internet Carrier networks on behalf of
BT, or to publish BT services, or connected to our segment of
the Internet network.

v To help third-parties to use the resources
subscribed by BT, with the purpose of performing spamming
actions.

5. Notices and Application of these rules

Notices

The notices informing abusive conducts, such as those
described in this document, must be addressed to BT
Operation Center, through fax sent to the number (0*19) 3772
9605.

BT will check each implication of these notices independently.

If the notice is related with electronic messages, include the
complete text of the message object of this notice, including all
headers. Do not submit summaries or parts of the message;
the complete copy of the message, including headers, helps to
prevent misunderstandings due to lack of information, or
incomplete information, or also information used out of context.
The complete headers of a message help to understand the
path it has taken through the network, and allows us to
determine the point where it was changed.

Application

If BT detects that the CLIENT did not comply with the
dispositions of this Exhibit, it may, at its own criteria, at any
moment and without any previous notice, suspend the service
or change the operation conditions agreed for this service,
which will not be reestablished while the conditions cause by
the CLIENT are not corrected.

As a general rule, BT will always make all efforts to work with
the CLIENT in order to immediately solve the conditions that
force the suspension or change of service, and in order to
assure that this does not occur anymore.

Responsibility

Under no circumstance BT will be responsible before the
CLIENT or third-parties for any direct, indirect or eventual
damage, neither for any other type of damage resulting from
non-compliance with the provisions of this Exhibit, including
emerging damages, loss of profits, loss of data or programs,
among others, including when BT has been advised about the
possibility of such damages.

Tl

Change of PUAs
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BT reserves the right to amend this Exhibit at any time,
without previous notice. The changes made will be effective as
from the notice by BT to the CLIENT.

Application of PUAs

The actions mentioned in this document are of general use
and application in most ISPs and Internet Carriers around the
world, and form what is commonly designated as "Internet
rules of etiquette and courtesy". The ISPs and Internet Carries
subject to such rules adopt any actions needed to avoid this
type of traffic, which, in some cases, consist in a complete
filtering of the reception of messages received from ISPs or
Internet Carrier from their origin, consequently affecting the
remaining Clients of this ISP or Internet Carrier.

BT is not responsible for contents

BT is not responsible for the contents of electronic mail
messages, neither for the Newsgroups Usenet, whether
submitted or not by a user or direct BT CLIENT.

Removal of materials or contents stored

BT reserves the right to remove any material or contents
stored in our servers when it is determined that they violate the
conditions mentioned in this document.
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