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Together is power.

Managing Security
Operations:

Towards Integration and
Automation
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Addressing the Security Gap

As the security skills shortage is felt in all

ot it i< driving th hf ° of organisations ° have difficulty ° address skills °
8rpgeall’gﬁsr:glnesf,’fllc;tsengil\elgnisp:csiaeﬁ;cthrgggh 97 /o have security skills 66 /o with security staff 39 /o shortages with 38 /o with MSS*
: ’ : : concerns retention automation
automation and managed security services.
Automation is essential to address the skills What are the biggest issues within your
shortage. MSS is also growing as a result. organisation regarding IT security skills

availability?
1% 8%

4

26%

3%
62% 57% 49% 42% |258% >
38%
q 5- A q Retaining talent
How difficult is it to find or retain Ongoing training & skills development of existing staff
. . I ni | Istl
fe skilled security staff? £omne € .
Recruitment of talent
very easy Salary expectations
@ casy Need to hire external consultants
neither difficult nor easy ) , .
difficult No impact, we don’t have a skills shortage
@ very difficult
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Too many products!

N\

52%

10+

of firms have 10 security products
or more deployed in their
organisation.

This rises to 73% for larger firms
with over 10,000 employees.

Not (so) many vendors!

Vendor consolidation seems to have
already started, as 55% of firms only deal
with 2—4 separate security vendors.

Source: IDC Custom Survey, July 2017, n=450

How many of the following do you deploy in your organisation for IT security?

@ Individual security product types

Individual security product types

@ Fewer thans
® stog
® 10to1g
® >0t049

50 or more
© Don't know

1,000 - 4,999

5,000 - 9,999

37%

The larger the organisation, the more vendors are involved — 14% deal with 10 to 50 vendors!

@ Distinct security vendors

How many of the following do you deploy in your organisation for IT security?

Distinct security vendors

® None
@
®2toyg
®s5to9
10 to 49

© Don't know

1%\24 1%

1,000 - 4,999

2% 1%
i

5,000 - 9,999

2% 4%
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Technology rationalisation drives product selection as larger
organisations look for ease of integration and fewer products in their
security environment.

Which statement best describes your approach to selecting a security vendor?

. We prioritise standalone point products regardless of integration concerns
Evolution of

product selection
towards better
integration

We tend to buy standalone point products but also look to integration if it makes sense
@ We are evenly balanced between products that work together and standalone point products
@ We tend to buy products that work well together but still buy standalone point products

We prioritise management and integration and buy products that work well together

2%

1% .
e 16%

46%

Al 1,000 to 4,999 5,000 to 9,999 10,000+

Source: IDC Custom Survey, July 2017, n =450
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IDC’s 5 levels of security operations readiness

IDC has developed a model to help security executives assess their organisation’s security operations readiness through five readiness stages

i

Security acquisition
is ad hoc, driven by
threat-based needs.
No use of advanced
technologies, threat
intelligence and

Developing

o

Security products
chosen on a best-
of-breed basis, with
little consideration
given to integration.
Automation is low
on the agenda.

Good

1

Security products
chosen on a best-
of-breed basis, with
little consideration
given to integration.
Automation is low
on the agenda.
Limited use of threat
intelligence and

Aspirational

¥

Product integration
outweighs
functionality in
security selection.
Automation is a
high priority and a
strategic preference.
Threat intelligence
and analytics are used
widely. A sizeable
amount of security is

Advanced

Integration with
existing security

products is mandatory.

Security automation
is at the heart of
security operation.
Threat intelligence

is sophisticated and
driven by insights.
Where appropriate, all
security is deployed
via cloud.

Il
4

, ) Limited use of threat analytics. Limited . : CLICK HERE
Znallytlcs. Se;urlty_ | intelligence and cloud security Elle(z)[:lzlgyed via public ;%:vs:::;y
eployment is entirely analytics. Limited deployment. ‘ your security

2

on-premise.

cloud security
deployment.

operations are
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Organisations integrate their security products to

enable the automation of their IT security

Views of automation among IT security
management is hugely positive — over 70%
are enthusiastic about mass-scale adoption

How does your IT department feel about adopting automation to manage IT security?

Enthusiastic about automation and going as
fast as we can to adopt it

Enthusiastic about automation and adopting it
where it makes sense

Aware of automation benefits, but don't

have time/skills 27%

Aware of automation benefits, but don't 2%
know where to start

Wary of automation and tend to avoid it 0%

Source: IDC Custom Survey, July 2017, n = 450

: 3
Managing endpoint products is the main area
for IT security automation, with 85% adoption. r

The most mature organisations with more advanced security product
integration are the highest adopters of IT security automation.

Which of the following areas of IT endpoint

N
or user security have you automated already?
By readiness level

Endpoint protection Web security Security management Identity & access Security policy
management deployment
85 61
72 S
100 95

5% 50
28 12
86 89
% % % % » % ’

@ Al
@ Foundation
Advanced
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— less mature means more fragmented

33% will prioritise
standalone point
products regardless of
integration concerns

reactive

Source: IDC Custom Survey, July 2017, n = 450

Developing

o

STAGE 2

63% tend to buy
standalone point
products and look at
integration if it makes
sense

Good

]

STAGE 3

59% are evenly
balanced between
products that
work together and
standalone point
products

Aspirational

STAGE 4

63% tend to buy
products that work
well together but still
buy standalone point
products

Approach to security investments

Advanced

81% prioritise
management and
integration and buy
products that work
well together

More proactive

STAGE 5

An IDC Infobrief, sponsored by
McAfee and BT

————

Security maturity (or the lack of it) is a driver of the mindset

Il
Vv

G

CLICK HERE
to assess

how ready
your security
operations are

2
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Will emerging technologies exacerbate or solve the
CO m p I eX i ty iSS U E? Real-time analytics is the most used new technology, deployed by 66%

of organisations, ahead of Al, machine learning and threat hunting

Full integration of products and solutions
Real-time analytics

31%

Use fully integrated

products and solutions
currently use or plan o o o
to use fully integrated 6 6 /° 2 2 /0 1 2 /0
5 0 0/ products and solutions Use real-time use real-time use real-time
o analytics analytics in analytics in
Plan to use fully 24 months 24 months

integrated products and
solutions in 24 months

Organisations that don’t do full
integration will be in the minority in
two years’ time. -

18% Full integration

Do not use fully integrated

products and solutions Real-time analytics adoption shows
that new technologies are not seen
as inhibitors and can be a driver of
integrated technology adoption.

This will put pressure on the acceptance and
adoption of emerging technologies that do not
integrate well with other solutions (except for real-
time analytics, which is already deployed.

Source: IDC Custom Survey, July 2017, n = 450
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« Managed security services can alleviate skills shortages, as well as
offering pain-free access to integrated and automated solutions.

Summary o
o The skills shortage is a pain point in all organisations. Automation is
seen as a solution to this problem.
&
« Integration is a prerequisite to automation.

o Within two years, integration will be the norm, putting pressure on
point solutions that don't integrate well.

« Organisations need to increase the level of integration and automation
and have a proactive approach to investment in their security  /

operations, in order to move to a more mature level of readiness.

Source: IDC Custom Survey, July 2017, n =450
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Call to action

i

Assess the complexity of your security operations by determining the
amount of separate products and vendors.

|
4

Determine your propensity to buy point solutions versus holistic and
integrated security architecture.

Determine your attitude and readiness to adopt integration and @
automation in your organisation.

] ; . CLICK HERE
Consider managed security services as a complementary approach to to assess
gaining skills. how ready

your security
operations are

2
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Methodology

i

IDC 2017 Security Survey for BT and McAfee

IDC conducted a survey of 450 global organisations with over 1,000
employees to understand the current readiness of security, and to find out
where organisations are focusing their security efforts around automation,
integration, threat intelligence and emerging security technologies driving
the market.




